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Abstract'

Due to the lack of a general theoretical foundation, today’s
distributed traffic control mechanisms developed at the
networking layer, transport layer, and overlay are largely
disintegrated. As a result, traffic control protocols developed at
different layers may achieve conflicting design objectives and
interact with one another in an unpredictable fashion. In this
paper, we propose a novel strategy to tackle this issue. First, we
propose a theoretical foundation for distributed traffic control. On
the basis of this foundation, we then propose an integrated, multi-
layer, multi-domain traffic control structure. This structure makes
it possible to develop traffic control protocols at different layers,
possessing the following nice features: (1) they achieve non-
conflicting design objectives; (2) they enable rich service quality
features, including Quality-of-Service (QoS), Traffic Engineering
(TE), and Fast Failure Recovery (FFR); (3) they lead to highly
scalable, globally stable and optimal control; (4) they can deal
with network diversities and tussles among administrative
domains; (5) they allow effective control of dynamically generated
overlay networks. The proposed strategy only makes two
assumptions about the Internet architecture, i.e., the ability to
support multiple domains and multi-path forwarding. As a result,
the proposed strategy can be applied to the existing or any future
Internet architectures for which these two assumptions hold.

Keywords: Distributed Traffic Control, Traffic Engineering, Fast
Failure Recovery, Quality of Service

1. Introduction

A. Background: The Internet by design provides only a single
Best-Effort (BE) service. However, as it has evolved into a global
commercial infrastructure, there has been an increasing demand
for the Internet to provide rich service quality features to support
sophisticated applications at global scale, including QoS, TE, and
FFR. Enabling these features involves the development of
distributed traffic control protocols that can quickly react to
network congestions and link/node failures. As a result, various
solutions were developed at different layers independently, such as
distributed, multi-path enabled TE and FFR at the networking
layer (e.g., TeXCP [5] and Mate [2]) and overlay (e.g., RON [1]
and OverQoS [14]), and protocols at the transport layer with
various degrees of involvement of network nodes (e.g., Fast TCP
[4], VCP [15], and XCP [6]). However, “patching” the Internet
with add-on service quality features at various layers
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independently using diversified design
problematic for the following reasons.

First, without a sense of coordination, the existing solutions
developed at different layers often attempt to achieve conflicting
design objectives. For example, the existing TE mechanisms
developed at the intra-domain level may adversely interact with
the transport layer congestion control mechanisms, such as TCP
window-based congestion control, in an unpredictable fashion. As
another example, due to the lack of information with respect to the
underlying resource availability and topology, the existing overlay
traffic control mechanisms based on resource probing and
topology discovery [1] [14] can adversely interact with the
underlying networking layer traffic control mechanisms, resulting
in unpredictable services at both layers, as observed in [10][13].
Moreover, most existing distributed traffic control protocols are
empirically designed without a global design objective and
provable properties such as stability.

Second, the design spaces of the existing optimization-based
approaches are too small to serve as theoretical underpinnings for
the design of robust distributed traffic control protocols. First, the
existing approaches are exclusively rate-adaptation based and
cannot provide rich QoS features. Second, the existing approaches
that can support multi-path load balancing for TE and FFR work
for a very limited number of design objectives or fairness criteria,
such as min-max (e.g., [5]) or proportional fairness (e.g., [3]),
inadequate for the support of multiple Classes of Service (CoSs).
Third, the existing approaches do not have the flexibility to allow
different degrees of engagement of the core nodes for distributed
control. More specifically, different approaches may require
different degrees of assistance from the core nodes, such as purely
end-to-end [4], explicit-notification-based [15], or explicit-rate-
based [6] traffic control at the transport layer. There has been no
existing approach that allows various degrees of engagement of
the core nodes. This makes it difficult to deal with network
diversities and explore scalability-performance tradeoffs.

Apparently, “patching” the Internet with add-on service
quality features at various layers independently has little chance to
make the Internet a sustainable infrastructure. We believe that a
clean slate, robust, scalable, integrated traffic control strategy must
be sought, with minimum assumptions made about the networking
architecture and its capabilities.

B. Proposed Strategy: The proposed strategy addresses the above
issues by developing a clean-slate, multi-domain, multi-layer,
distributed traffic control structure. This structure is based on a
well-grounded theoretical foundation. More specifically, it relies
on an optimization-based, distributed, QoS-aware, multi-path
forwarding paradigm. In this forwarding paradigm, a set of
distributed controllers are designed and applied to communication
endpoints (i.e., end-hosts or servers), Internet access points, and
domain edge nodes to enable QoS, TE, and FFR features end-to-
end. The set of controllers in endpoints enable QoS-aware, end-to-
end traffic control without any assistance from the network nodes.
The set of controllers in Internet access points enables CoS
features for flow aggregates sent to other Internet access points
across the Internet. Internet domain edge nodes perform “per-hop”
load balancing and/or rate adaptation for CoS-agnostic,
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destination-based packet flow aggregates, enabling TE and FFR
features. Here a next-hop node is another edge node, meaning that
if a “next-hop” node is an edge node in the same domain as the
traffic control edge node, it may actually be multiple hops away
across the domain. As a result, load balancing and rate adaptation
are performed among multiple next-hop nodes at the inter-domain
level and among multiple paths from an ingress node to an egress
node at the intra-domain level. As we shall discuss in detail in
Section 3, under this structure, it becomes possible to develop
traffic control protocols at the networking, transport, and overlay
layers, possessing the following features:

1. They are integrated, achieving non-conflict design objectives;
they provide rich service quality features, including QoS, TE,
and FFR;

3. They enjoy provable properties such as scalability, stability,
and optimality;

4. They can deal with network diversities and tussles;

5. They allow effective control of dynamically generated
overlay networks.

Finally, we note that the proposed structure is developed on the
basis of a theoretical framework which is built on a continuous-
time fluid-flow model and the above expected features are derived
from the provable properties of the structure. It is a work-in-
progress and overlooks some packet and session level effects
including packet queuing, finite session lifetime, and granularity
of control in both time and rate. As a result, how those effects will
affect the protocol design in achieving the above desired features
is subject to future investigation. Moreover, this paper only
focuses on developing a theoretical underpinning and structure for
protocol development, rather than protocols themselves.

The rest of the paper is organized as follows. Section 2
presents a general theoretical foundation for distributed traffic
control. Section 3 describes the integrated traffic control structure.
Finally, Section 4 concludes the paper.

2. Theoretical Foundation

Recently, we found, using the Sliding Mode technique in
control theory, large families of controllers [8] [9] [11] [12],
known as Optimization-based Distributed Control Laws (ODCLs).
These families of ODCLs have overcome most of the limitations
suffered by the existing distributed controllers, allowing
distributed, multi-path, multi-CoS load balancing and/or rate
adaptation for TE and FFR and large design space exploitation.
However, like the existing solutions, they are single-domain
solutions. In this section, we briefly describe a new family of
ODCLs that overcomes this limitation and can scale to a large
number of domains (the interested reader is referred to [16] for
detailed description and proof of this family of ODCLs).
Combined with the family of ODCLs described in [11], this family
of ODCLs provides the much needed theoretical underpinning for
the development of integrated traffic control structure.

Consider a multi-domain internet with access points attached
to various internet domain edge nodes, serving as traffic source
and sink nodes. Define a flow rate of a given type x; (i=1,2,...,n)
as a CoS-based flow aggregate between a source access point and
a sink access point and x;; the sub-flow rate of x; taking path j (j =
1,2,...,n;). The objective is to find the allocation of traffic that
leads to the maximization of the sum of individual flow utility
functions:

J(xX)=D U (x) =2 U (X;),% 500 X;,)
i=1 i=1

subject to network link bandwidth constraints
requirements.

Similar to the families of ODCLs in [8] [9] [11] [12], the new
family of ODCLs that solves the above problem only requires that

U.(x;,, Xigseees Xi ) be a concave function with respect to each

and QoS

of its variables. It works as follows. A set of ODCLs in this family
runs at both access points and domain edge nodes. They perform
two level controls. At the inter-domain level, they perform load
balancing/rate adaptation among multiple next-hop nodes. At the
intra-domain level, they perform load balancing/rate adaptation
among multiple paths leading to the same egress edge node. In
what follows, such an edge-to-edge multi-path is called a virtual
link. Hence, logically, one can view this approach as a hop-by-hop
distributed traffic control scheme among edge nodes
interconnected by physical and virtual links. The ODCL that
controls the i-th flow running at the access points and edge nodes
can be compactly written as follows:

)’Ci,/ = Zi,j (taxiacg[ )|:f,, (Xi) - (1 - Cvg,_/ r}mnMr}i”r}()ut):| (1)

for j=12,..n;
where
oo, .
l-e 7, at an access pomt
fl, (xi) = ;
-1, at an edge node
1 if  (virtual ) link  taken
g ., = by x, . is congested
0 otherwise

and g, is the logical negation of cg, ;5 %y is a positive
function that allows us to control the *‘speed" of the adaptation,
which must satisfy a loose condition [16]; I’im is a parameter that

may take two different values, determined by whether the sum of
the received rates of the i-th flow from the upstream nodes is
greater than the sum of the sending rates of the same flow to the

downstream nodes (I’im=1 for ODCLs running at a source assess

point) ; and I"iom is a parameter that may take two different values,

determined by whether the sum of the sending rates of the i-th
flow to the downstream nodes is greater than the sum of receiving

rates of the same flow at the downstream nodes ( r[‘””:l for
ODCLs running at the destination assess point) .
Now, the quantities r[m and r,.M will allow one to address

the case where different CoSs are to be enabled, including CoSs
with a target rate, upper bounded rate, lower bounded rate, and
both upper and lower bounded rates. 4 CoS is enabled at the
source access points only. In other words, all the edge nodes only

run ODCLs with r[’” :riM =] for all the flows traversing the
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nodes. A right choice of these two parameters at the source access
points enables a CoS-based ODCL for a given flow type (see [16]
for more details). For example, if flows of type i are of the
assured forwarding (AF) CoS, i.e., if they should achieve a given

=1 and,
{rmff <1 if x,> A,

AT S 1 i x, < A

max i i

targetrate x, = A, , then one should let r,.M

r. =

AF .
where rnﬂi and 7. are constants. As another example, if flows of

type i are of the BE CoS, then just let7,” = rl.M =1.

As proven in [16], the above family of ODCLs indeed leads
to globally optimal and stable control in a multi-domain
environment. Even in the presence of finite feedback delays, the
flow rates will stay in the vicinity of the optimal ones and
approach the optimal ones as the feedback delays diminish.

Note that the above family of ODCLs is fully distributed, in
the sense that individual flows x;’s are controlled by separate
ODCLs, independently, at both access points and intermediate
edge nodes the flows traverse. The interaction among flows is
accounted for through a link or virtual link congestion indicator

(ie, cg

formulatlon requires that each edge node keep track of and run a
separate ODCL for each and every flow x; that traverses the node.
This is not scalable because in this case, each domain edge node is
required to keep the state information for each and every flow
traversing it. To address this issue, we were able to show (see [16]
for details) that the above family of ODCLs can be simplified to
allow control of flows destined to the same destination network as
a whole using one ODCL and no per flow state information is
needed for the control. Moreover, this ODCL controls the
percentage of rates sent to different paths/next-hops and there is
no need to measure and control the individual flow rates. This
reduces the needed ODCLs to be equal to the number of active IP
prefixes, which can be effectively implemented in edge nodes with
minimum software upgrades (see [12] for detailed discussion on
how to implement this kind of ODCLs).

This family of ODCLs possesses the following three nice

properties:

(1) the CoS feature is enabled at the access points only. All
the intermediate edge nodes perform CoS-agnostic, per-
hop control to enable TE and FFR features.

(2) it effectively breaks all the access-point-to-access-point
control loops into a set of smaller, autonomous, per-hop
control loops.

(3) It works in a large design space and permits any degree
of engagement of the core nodes for performance
enhancement.

Property (1) is a consequence of use of CoS-agnostic ODCLs at all
the edge nodes. Property (2) is due to the ability of the family of
ODCLs to perform autonomous, coarse-granularity (i.e., per IP
prefix based) control. The following two aspects of the family of
ODCLs contribute to Property (3). First, since Uj(x;) is of a very
general form, it allows a wide range of design objectives or
fairness criteria to be exploited. Second, since z;; can be any
function in a large family of functions, a large number of ODCLs
can be designed, corresponding to any given utility function or
fairness criterion. In particular, by properly engineering z;; to be a
function of purely local information or information fed back from
the core, the family of ODCLs permits any degree of involvement

) only. However, one might note that the above

of the core nodes for performance enhancement. This is made
possible because at a minimum (e.g., letting z;; be a function of
purely local information or a constant), the famlly of ODCLs will
work properly without the assistance from the core nodes. Note
that in this case, the only non-local information needed in Eq (1) is

Cgi,,' , which, however, can be inferred/probed by edge nodes

without any assistance from the core nodes.

We also note that the family of ODCLs given in Eq. (1)
degenerates to the family of ODCLs found in [11] by simply
letting rf" =r” =1. This degenerated family of ODCLs runs
between end-hosts only, taking the entire internet as a single
domain. Since it retains all the nice properties of the above family
of ODCLs, the degenerated family of ODCLs can serve as an ideal
theoretical underpinning for the development of end-to-end
protocols at the transport layer and host-based overlay. As shall
be discussed in Section 3, combining these two families of ODCLs
will allow us to develop a structure, under which integrated traffic
control protocols at the networking, transport, and overlay layers
can be developed.
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Fig. 2 Simulation results

Finally, the performance of the new family of ODCLs in Eq.
(1) is tested based on a multi-domain scenario depicted in Fig. 1
(see [16] for more detailed simulation results). All the link
bandwidths are indicated in the figure. Assume that there are four
types of calls (or flows) corresponding to the source-destination
pairs Sn-Dn, for n = 1,2,3, and 4. n=1 and 2 types of calls are AF
CoS with target rate A, =A,=2Mbps.n =3 and 4 are BE calls.

Fig. 1 also depicts the multi-paths taken by these calls. All the
calls take the same utility function of log form and z-function is
chosen to be the same as the one selected in [12]. Figure 2 gives
the simulation results for each type of call. At t=120 seconds, link
b3-b5 fails. Note that the data rate for each AF call converges
very quickly to its target rate before and after the link failure,
although sub-flows take longer time to stabilize (they “slide” over
the optimal surface). The utility function converges to optimal
values quickly even when the failure occurs.

3. Traffic Control Structure

On the basis of the two families of ODCLs presented in Section 2,
now we develop an integrated traffic control structure in a multi-
layer, multi-domain environment. The approach taken is to
develop (1) an end-to-end traffic control structure that integrates
host-based overlay traffic control with transport layer traffic
control; (2) an edge-to-edge traffic control structure that integrates
the networking layer traffic control with the network-based
overlay traffic control; and (3) a structure for end-to-end and
edge-to-edge integration. We describe these three structures,
separately.

End-to-End Traffic Control Structure: Both native and host-based
overlay applications have the same scope in terms of traffic
control, i.e., end-to-end. This makes it possible to develop a
common set of protocols based on the degenerated family of
ODCLs, serving as the underlying transport for both native and
host-based overlay applications. In terms of providing service
quality features, our position is that end-to-end protocols should
not be concerned with the TE and FFR features, but only the QoS
feature. The TE and FFR features should be concerned by the
networking-layer protocols at flow aggregate level. Hence, end-
to-end traffic control protocols do not have to involve multi-path
forwarding (as a result, we omit index j in the following
discussion). Moreover, to be scalable, they should be purely end-
to-end without engaging the network nodes for the control (i.e., z;
should be a function of locally inferable information only).

With the degenerated family of ODCLs, a rich end-to-end
QoS control structure can be exploited. The ODCLs with target
rate guarantee may be used for the design of protocols to support
applications with high throughput requirements. Note that the
ODCLs with target rate guarantee can also pull back from their
target rates gracefully if the network cannot sustain those rates.
This nice feature makes it possible to design resilient
differentiated services without complicated resource provisioning
at the Internet edge. For example, one may consider the following
utility function:

n n
AF _ AF BE BE
U(x)zzei X; +Zei log(x;™ + f)
i=1 i=1
. AF BE
where /3 is a constant, and e and €, are the revenues

earned by carrying one unit of flow i of AF CoS (xl.AF =A,) and

one unit of 1og(xfE + ﬁ) of the BE CoS, respectively. One can

immediately derive two end-to-end ODCLs for the two CoSs, of
which the BE CoS achieves the so called weighted proportional

fairness [7]. By letting z, =&/(1—e?'®) for the BE CoS and

applying the degenerated BE ODCL in Section 2, it can be easily
shown that the resulting ODCL exhibits TCP-like behavior (see
[11] for details). This will allow the interaction between the AF
CoS and TCP to be studied. For example, using the earning ratio
el_AF / el.BE as a tuning knob, the relative service quality for the two
CoSs in terms of smoothness, responsiveness, and aggressiveness
of control can be fine tuned to make the AF CoS a TCP-friendly
service. Apparently, this degenerated family of ODCLs allows a
broad design space to be exploited.

Edge-to-Edge Traffic Control Structure: A salient property of the
families of ODCLs described in Section 2 is that they permit
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various degrees of engagement of the core nodes. This make it
possible to design traffic control protocols at the network layer
that permit different configurations corresponding to different
degrees of involvement of the core nodes. This not only makes it
possible to deal with network diversities, such as wired or wireless,
and connectionless or connection-oriented, but also allows
integration of traffic control at the network layer and network-
based overlay. More specifically, the network-based overlay can
simply adopt the same set of protocols used at the networking
layer with configurations that do not engage core nodes. This
ensures that overlay traffic control require no knowledge about the
network resource availability and topology?, while allowing both
layers to jointly achieve globally stable and optimal control.
However, by doing so, care must be taken in defining the scope of
domains. This is because a network-based overlay network may
not coincide with a domain at the networking layer. In fact, an
overlay network can span multiple networking-layer domains and
may even partially overlap with a networking-layer domain. This
issue can be addressed with the following integrated appraoch.

For traffic control purpose only, one may think of all the edge
nodes of a networking-layer domain as overlay nodes and all the
overlay nodes in the interior of a networking-layer domain as edge
nodes of the network-layer domain in sinking and sourcing
overlay traffic only. This effectively divides an overlay network
across multiple networking-layer domains into non-overlapping
overlay sub-domains, each coinciding with a networking-layer
domain (with the edge of the domain augmented by the overlay
nodes in the domain) and possibly other overlay sub-domains.
This view will allow traffic control protocols based on the new
family of ODCLs to be applied to the overlay networks as well as
networking-layer networks in an integrated fashion. More
specifically, service quality features can be enabled for any
overlay network by simply turning on the same set of protocols
running at the network layer with configurations that do not
engage core nodes. This solution will eliminate any possible
adverse interaction among overlay networks themselves, and
between overlay and networking layer.  Apparantly,
enabling/removing service quality features in an overlay is nothing
more than activating/diactivating a set of protocols in a set of
overlay nodes as well as a set of domain edge nodes at the
networking layer.

Structure for End-to-end and Edge-to-edge Integration: The end-
to-end and edge-to-edge traffic control can be integrated by
mapping end-to-end QoS-based flows into a minimum of three
CoSs enabled at each access point, including the BE, Assured
Forwarding (AF) (with a target rate), and upper-bounded rate (UR)
services.

The edge-to-edge BE and AF CoSs use the similar ODCLs as
the end-to-end BE and AF CoSs (i.e., using the same utility
function formats for conflict-free control). The only difference is
that here the ODCLs control flow aggregates rather than
individual application flows. The BE CoS will only be used for
UDP-like non-rate-adaptive application flow aggregates without
rate guarantee. The AF CoS will be used to support AF-based
application flows with static call admission control to ensure that
the sum of the target rates for application flows will not exceed the
target rate of the AF CoS. The UR CoS will be used exclusively
to support TCP-like adaptive flows without rate guarantee. The

% In the sense that it will adapt to whatever resources that are available and
use whatever the routes found by a networking layer routing protocol.

UR CoS sets a bandwidth upper bound on the flow aggregate as a
whole without limiting the number of adaptive flows that can be
admitted. Unlike the existing networking layer adaptive traffic
control schemes that can adversely interact with the end-to-end
TCP congestion control, the UR CoS serves as a shield that
protects the adaptive flows from being “adapted” again in the
internet, but yet provide the needed TE and FFR features to, these
flows.

Under the above structure, it becomes possible to develop
integrated, service-quality-feature-rich, traffic control protocols
that possess the following properties. First, they enjoy provable
properties including scalability, stability, and optimality. Since the
control is per-hop based involving endpoints, access points, and
edge nodes only?, it is highly scalable and its implementation
requires minimum software upgrade in these nodes. Moreover, it
is proven that the control will be globally stable and optimal as
long as the feedback delay for each per-hop control is within a
given parameter range. This can be guaranteed by maintaining
small domain sizes in terms of traffic control. Second, they can
deal with network diversities and tussles. The ability to permit any
degrees of engagement of the core nodes and autonomous control
of a domain makes it possible to deal with network diversities,
such as wired or wireless, connection-oriented or connectionless
networks, and with or without sophisticated queuing mechanisms.
The autonomous control at the inter-domain level also makes it
possible to address tussles by selecting next-hop domains based on
administrative policies, such as service level agreements, between
domains. Third, they allow effective control of dynamically
generated overlay networks. This is made possible because a
domain edge node in terms of traffic control can be easily
added/removed by simply activating/deactivating a set of
protocols in that node.

Finally, we note that this paper is work-in-progress and issues
pertaining to specific protocol design are not addressed. Moreover,
the above expected features are derived from the provable
properties of the structure, on the basis of a control theoretical
framework. This theoretical framework, however, provides an
approximate view of the real-world traffic by modeling it using a
continuous-time fluid-flow model. It overlooks some packet and
session level effects, such as packet queuing, finite session
lifetime, granularity of control in both time and rate, etc. As a
result, the proposed structure should be taken as a theoretical
underpinning to guide the protocol development. How faithfully or
closely the protocols developed under this structure will achieve
the desired features in practice is subject to future investigation.

4. Conclusions

This paper developed an integrated traffic control structure in a
multi-layer, multi-domain environment. It achieves the following
design objectives: (1) the end-to-end control enables rich QoS
features for application flows, whereas the edge-to-edge control
enables TE and FFR features for flow aggregates across multiple
domains; (2) traffic controls at all layers achieve mutually non-
conflicting design objectives or jointly achieve a common design
objective, with provable stability and optimality properties; (3)
edge-to-edge traffic control at the intra-domain level can work

*In the case when domain core nodes are engaged in the control, the
complexity would be higher. This, however, is a user choice, meaning that
each domain can choose to involve or not involve the core nodes for traffic
control purposes.
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using locally inferable information only, while allowing for
various degrees of involvement of network core nodes for
performance enhancement. This traffic control structure sets a
foundation underlying the development of scalable and robust
distributed traffic control protocols in an integrated fashion. This
work is work-in-progress and issues pertaining to specific protocol
design will be addressed in the future.
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